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Online trading of biosecurity matter – a pilot study

Executive Summary
This project sought to improve our understanding of the trading practices of biosecurity
matter (plants, weeds, animals, pests and exotic species / materials) online. The key focus
was on quantifying the volume and type of biosecurity matter sold into and within Greater
Sydney within a 3-month period to better understand the level of risk associated with online
trade. Activities conducted during the project included:
•
•
•
•

Investigating available data capture methodologies to seek an innovative approach to digital
biosecurity surveillance
Quantifying the type and volume of biosecurity matter traded online into and within the
Greater Sydney region, and more broadly, NSW
Data collected included date of advert, quantity for sale, item for sale, advert number,
location of sale (state and post code), vendor’s “name”, online platform
Providing recommendations to address potential gaps in current state-wide digital
surveillance and compliance activities.

More insight into the requirements of a bespoke data extraction tool was gleaned through
both desktop research, in-situ trial and examining the advertising methods used by online
vendors than would otherwise have been possible from a desktop assessment alone.
The trialling of known data extraction methods in-situ and examining advert practices was
found to be essential in:
•
•
•

Highlighting the disconnect often identified between the written description and the picture
of the species or matter for sale, for example, an aquatic plant is described with frogbit
(priority weed) shown as the item for sale
Identifying gaps in current data scraping or crawling tool capabilities, as they could only
extract word information, relying on the vendor correctly describing their item for sale
Providing government with a better understanding of the data extraction tool required to
meeting surveillance and compliance needs.

Key outcomes of the project delivered include:
•
•
•

Evidence that current digital data extraction tools and methodologies available to DPI/LLS
are inadequate for efficient surveillance (and compliance) of activities related to the online
trade of biosecurity matter
Identifying the high-risk online platforms for biosecurity matter types, for example, Gumtree
sells a greater volume of livestock
Evidence that high numbers of livestock are being traded without meeting NLIS legislative
requirements and advertised as such (sold knowingly in breach of legislation)

Key implications for future work include:
•
•
•

Review both the Biosecurity Act 2015 and the Biosecurity NLIS Regulations 2017 to ensure
current tools, policies and procedures are robust to address biosecurity threats resulting
from online trade
Legislative review of NLIS requirements for the trade of stock online incorporating the
responsibilities of online platforms
Ongoing engagement with online platform operators to improve compliance and build
attitudinal change and vendor understanding of biosecurity and business risks
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•
•

Development of a bespoke data extraction tool that can assess both advert descriptions,
images and compliance with legislation, such as a PIC and/or NLIS
Ongoing engagement with producers, small-holders and the general public, highlighting the
biosecurity risks of buying and selling online, for example, at field days, workshops and farm
planning events

Project recommendations by key finding (theme) is provided below:
Investigate and develop tools for biosecurity matter related online surveillance and reporting:
D1 Investigate the value of an information aggregator linking with existing NSW DPI online reporting
forms used by the general public to report a suspected biosecurity detection or event for
complete state-wide reporting outcomes.
D2 With adequate budget and time to deploy an automated tool on an ongoing basis, the contracted
consultant recommended a bespoke information aggregator such as IBIS as the key tool. Further
investigation into the costs and timelines of this tool is warranted.
Legislative review to support management of digital biosecurity activities:
L1 A legislative review be undertaken to assess the robustness of current tools in dealing with online
trade, including Regulations, policies and procedures
L2 Alternative surveillance and control options and associated compliance requirements to those
currently implemented by Agriculture Victoria need to be investigated.
Review of legislation for improved online traceability outcomes
T1 A cost-benefit feasibility study to implement a registration/traceability system for the plant
industry may provide a level of assurance for plant matter traded online by small backyard and
non-commercial ventures.
T2 Engaging Department of Agriculture (DoA) for a national legislative approach to the trade of
plants and livestock online to provide an alternative route enabling adequate pressure and
legislative obligation be placed on trade platforms to require PIC/ABN details be reported for all
sales.
T3 The Commonwealth and state jurisdictions working with platform providers to amend their advert
upload information so that only vendors who can demonstrate compliance with existing
traceability legislation (i.e. have a PIC) may upload material for sale
Review of compliance capability for increased activity due to online surveillance
C1 A review of resource capacity for increased compliance activities including on-ground
investigations, education and extension activities and back-end data interrogation to meet
increasing compliance requirements should legislative breaches via online trade be acted upon
Ongoing engagement to raise biosecurity awareness and risk mitigation
E1 The Commonwealth and state jurisdictions need to continue lobbying online platforms to ensure
the right information is being provided on e-platforms and information is visible to both vendors
and purchasers at all times.
E2 Stronger linkages with the Commonwealth border surveillance team would improve our
knowledge of high-risk matter coming into and moving around NSW
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E3 Will need to consider non-English speaking backgrounds and Culturally and Linguistically Diverse
communities when preparing any educational extension materials
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Introduction
In the 10-year period from 2007 to 2017, the number of smallholders residing in the Greater Sydney
region on 2 – 10Ha and with a registered Property Identification Code (PIC) increased 7-fold to
around 32,000 holdings. This figure is most likely in response to the significant increase in regional
land development and subdivision and increased awareness of the requirement for a PICs on
properties where livestock is owned.
Previous studies indicate smallholders keep livestock for a variety of reasons such as a source of
additional income, for home consumption, a hobby, maintain property upkeep e.g. lawn mowing as
well as traditional / cultural motivators. These motivators also impact the way in which people trade
their stock.
Traditionally, local saleyards were the key selling platform for smallholder livestock owners.
However, on-farm sales, online auctions or selling straight to the customer becoming increasingly
popular alternatives as a result of:
* Advances in technology
* The introduction of stricter traceability requirements
* Land development
* Drought
* The size of farms and smaller number of stock on each lot
* The closure of smaller saleyards as a result of less trade.
In 2017, the Greater Sydney Local Land Services (LLS) Region experienced an increased incidence in
foot rot. The subsequent traceback from infected stock identified an increase in online purchases of
small numbers of sheep and goats from neighbouring regions with positive cases of foot rot.
Traceability back to the property of origin was made difficult as the stock movement had not been
reported on the National Livestock Identification System (NLIS), the previous PIC was unknown. The
purchaser unaware of basic on-farm biosecurity practices did not quarantine the new stock on their
smallholding and subsequently the whole herd required treatment.
Although NSW Department of Primary Industries (NSW DPI) joined forces with the Livestock
Biosecurity Network (now Animal Health Australia) to develop a video, extension materials and a
number of news media releases as part of a ‘Getting more than you bargained for’ campaign, the
purchase of unidentified stock of unknown health status continues. This footrot example is not an
isolated event and with a significant proportion of smallholders exhibiting poor on-farm biosecurity
procedures and low veterinary and animal health engagement, the associated biosecurity risk is
exacerbated.
NSW DPI and Local Land Services have carried out this pilot study to:
* Better understand the volume of biosecurity matter being traded into and within Greater Sydney
and more broadly, NSW
* Assess the associated biosecurity risk
* Identify options to manage these risks.
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Abbreviations
API
ASF
DoA
FMD
GS
Ha
IBIS
IT
LLS
NESB
NLIS
NSW DPI
NVD
PIC
QTY

Application Programming Interface
African Swine Fever
Department of Agriculture
Foot and Mouth Disease
Greater Sydney
Hectare
International Biosecurity Intelligence System
Information Technology
Local Land Services
Non-English Speaking Background
National Livestock Identification System
New South Wales Department of Primary Industries
National Vendor Declaration
Property Identification Code
Quantity

Background
The first modern day online selling platforms, Amazon and AuctionWeb (now eBay) were
first introduced in 1995. Payment system PayPal began in 1998 and Alibaba, which maintains
the subsidiaries Taobao and T-Mall kicked-off in 1999. From there, the number of platforms
and the variety of items that could be traded online increased significantly.
Online stores have become diverse in their offerings with the ability to reach more
customers across a broader geographical range, better accommodating to customers’ needs
and wants.
Gumtree, Australia’s leading online “local community classifieds” platform began as a
moving house platform in 2000 and has expanded to include multitude of services including
the sale of biosecurity matter – plants, animals, exotic species. On any given day, there are
almost 8,000 adverts for plant sales on Gumtree in New South Wales, of which, over 5,000
adverts are in Greater Sydney. Simultaneously, a further 2,000 adverts for livestock are
broadcast for New South Wales on Gumtree at any given time, of which, 600 are from the
Greater Sydney region.

Aims
The aims of the current project included:
•
•
•

Conducting a 5-month pilot investigation of online buying and selling of biosecurity matter
(plants, weeds, animals, pests and exotic species / materials).
Investigating data capture methodologies to seek an innovative approach to digital
biosecurity surveillance to quantify the type and volume of biosecurity matter traded online
into and within the Greater Sydney region, and more broadly, NSW.
Providing recommendations to address potential gaps in current state-wide digital
surveillance and compliance activities.
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Method
An information technology (IT) consultant skilled in digital marketing and back-end platform
management was contracted to undertake the pilot investigation.
After consultation with colleagues from Agriculture Victoria and ‘Yes We Can Digital’ (ex
Department of Agriculture [DoA] IBIS developer) a number of online data collection methods
to review backend search solutions for automated surveillance were identified and deployed
to determine the most suitable tool for mass data collection over a short period of time.
Web scrapers, web crawlers, information aggregators and manual searches were all
explored as viable data extraction tools as part of this pilot study. See Appendix A for further
details on each tool and Fig 1 for a summary of project methodology.
Online platforms
A number of online trade platforms were monitored for the sale of biosecurity matter to
determine the type and quantity of materials being traded over a 3-month period from
September to November 2019. General online trading platforms that had a high throughput
of new adverts including Gumtree, Facebook Buy and Sell, Taobao, T-Mall, eBay and Etsy
were monitored each week. Specific trading platforms such as Cattle Sales, Farm Tender and
Online Livestock that had a significantly lower trade volume were checked monthly.
Data capture
The biosecurity matter under investigation in the pilot included plant, animal, meat and
exotic / new incursion invertebrates. Key Biosecurity and Food Safety (NSW DPI), Natural
Resource Management and Plant Biosecurity (LLS), and Commonwealth (DoA) compliance
personnel were consulted to develop a list of high-risk biosecurity matter for targeted
surveillance. In addition, the local Greater Sydney LLS Regional Weed Management Plan, Peri
Urban Program and social research, attitudinal biosecurity reports and fact sheets on priority
aquatic and terrestrial weeds and swill feeding of pigs were reviewed to ensure the accuracy
of the identified high-risk biosecurity matter.
Captured Data was entered into a purpose built excel spreadsheet, with plant, animal,
exotics / new incursion adverts recorded in separate worksheets. The following sale details
were recorded for each extracted online advert (detection):
•
•
•
•
•
•
•
•
•

Date of detection
Biosecurity matter type (e.g. livestock, plant, exotic/new incursion)
Biosecurity matter category (e.g. livestock product, pig, other weed)
Biosecurity matter subcategory (e.g. pig, cactus, snail)
Name of item for sale as per advert (including scientific name for plant sales)
Quantity sold in transaction (number or weight) Location (Suburb, State/Province, Post Code
and Country)
Online platform utilised
Advert unique identifier assigned by the online platform (where applicable)
Other comments (e.g. compliance with traceability requirements, consistency of advert
description with graphic shown)
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•

A date stamped screen grab of each detected advert was taken using a snipping tool and
assigned a unique identifier that was recorded in the database alongside the associated
advert details

Although this was a data capture only pilot study, where there were serious breaches to the
Biosecurity Act 2015 resulting in potential pest or disease incursions, a report would be
made to the Local Land Services and/or Biosecurity Hotline for follow-up investigation.
Plant and animal sale data were “searched” for on alternative weeks during the 3-month
data capture period, based on the presence and volume of new adverts. Exotic / new
incursion sales were opportunistically sought due to time constraints as these products were
generally sourced from specialty online shop fronts as opposed to larger trade platforms
making these detections very time consuming.
Interrogation of online platforms was based on trade volume. Those platforms with a higher
volume throughput were visited daily, those with a low trade volume were visited weekly.
For platforms such as Taobao and T-Mall where the default language was Mandarin, virtual
translation via google translate) was implemented to identify advert and product details.

Fig 1. Summary of project methodology
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Results
Data extraction
A number of data retrieval methodologies were investigated including web scrapers, web
crawlers, information aggregators and manual searches. The deployment of web crawlers
and web scrapers were found to be ineffective as they were only able to extract the data
from the online platforms as provided - under the assumption the sale information was
accurate and matched the items shown in the advert graphic. Since this was often not the
case, web scrapers and web crawlers were deemed ineffective for the purpose of extracting
data for online sale surveillance and reporting.
The information aggregator program called IBIS (International Biosecurity Information
System), is an intelligence network for plant and animal (aquatic and terrestrial)
biosecurityY. IBIS is currently used by DoA and was tested in this pilot study. The length of
time used to deploy this tool rendered it ineffective for the short time-frame of the pilot and
an alternative method was utilised. In addition, extracting the information from an
information aggregation system like IBIS into the NSW DPI system would require an
application programming interface (API). Aggregated information is generally siloed into one
list with no way of categorising it, an API allows plugins, search filters etc so that all the
information harvested can be exported into a separate designated platform that could be
manipulated (for surveillance and compliance).
Data retrieval was conducted using manual searches due to ineffective web-based products
and time constraints of the pilot. Manual data collection involved constantly referring to the
target list created, monitoring the pre-identified online selling platforms, manually crossreferencing items on the target list and recording maximum number of high-risk items (refer
to Fig 2).
Gumtree, Facebook groups, Taobao and T-mall were reviewed daily due to high volume of
activity. Other livestock trading platforms were reviewed weekly. A total of 48 different
Facebook groups were joined, these were identified based on the name of the group, which
might indicate biosecurity matter may be sold, such as Australian pig owners page, or by
location, i.e. where large number of smallholders are known to reside based on PIC records.
The proportion of detections recorded by online platform are presented in Fig 3.
Before a new database entry was made, the adverts unique identifier was verified to prevent
duplication of records as many adverts were observed to reuse the same photo.

Y

IBIS: https://biointel.org/home
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Fig 2. Step-wise flow diagram highlighting the data recording process for each manual search undertaken

Online selling platforms
Sale data from some 15 online platforms was recorded over the 3-month data collection
phase of this pilot study. The general online platform, Gumtree represents 71.6% of all
records (N = 757), followed by Online Livestock, 11.4%, N = 121 records (see Fig 3). Further
detailed analysis of the adverts recorded for sale during September to November 2019 show
that 67% of all sales recorded were for livestock (67%, N = 712) followed by plants (25%, N =
259), exotic / new incursions species and products, livestock products and pets respectively
(see Fig 4). The location of plants, livestock and exotic species sold online worldwide and
domestically for purchase into and within NSW from September to November 2018 was
mapped (See Figs 5 and 6, respectively), highlighting the distance biosecurity matter could
potentially travel before reaching their destination.
Sales of plants and livestock on the most prominent online selling platform, Gumtree are
presented in Fig 7. Due to the small numbers detected, exotic species such as shrimp and
crustaceans are not shown, moreover, livestock products such as eggs, goats milk and meat
for pet and human consumption are shown as livestock products.
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Fig 4. Category of biosecurity matter sold online from September to November 2019
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Fig 5. Location of plants, livestock and exotic species sold online worldwide into and within NSW from
September to November 2018.

Fig 6. Location of plants, livestock and exotic species sold online into and within eastern Australia
from September to November 2018.
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Fig 7. The category and sub-category of plant and livestock species and products reported for sale on Gumtree
from September to November 2019
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Large online platforms are a vehicle for the trade all of sorts of goods and services by
traditional producers and the general public alike and render themselves free of any
responsibility for the type of product sold and compliance with any jurisdictional
requirements, such as livestock identification or the movement of priority weeds.
Contact was made with a number of online platforms and their terms and conditions for sale
were reviewed with regards to compliance with livestock identification and traceability
requirements (Property Identification Code [PIC] and National Livestock Identification
System compliance [NLIS]). While attitudes on traceability requirements varied considerably,
one operator of a smaller online stock sales platform indicated that it
“would be good to have PIC and NLIS information available but if small numbers of
stock are being sold locally, it won’t really matter too much. It is not a legal
requirement to have your PIC in the advert as it is for Victoria” [whose legislation
was amended mid 2018 to require PICs be present on all livestock sale adverts11].
Where information may be available on the legal buying and selling requirements of
livestock on larger online platforms such as Gumtree, for example, it is not located in the
livestock selling section. This information is difficult to find and is located via the footer
menu by following: About Gumtree / Safety / Government Announcements (See Fig 8).

Fig 8. Screen grab of State and National livestock buying and selling requirements as it appears on Gumtree2

Agriculture Victoria. 2018. Livestock Disease Control Regulations 2017. Important changes to the Regulations. Last
updated: 6 December 2018 http://agriculture.vic.gov.au/agriculture/livestock/livestock-disease-control-regulations-2017
Accessed: 22 March 2019.
2 Gumtree buying and selling requirements https://help.gumtree.com.au/AU/articles/en_US/KB_Article/What-you-need-toknow-about-buying-and-selling-livestock-in-Australia-A-message-from-the-Departments-of-Primary-IndustriesAU?vgroup1=PKB&c=PKB%3ASafety&vcategory2=Government_Announcements&s=a002I00000XfPnLQAV
1
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Online sale of plant matter
Priority weeds (N = 10,573), other weeds (N = 933), plants (N=1,794 crops, flowers and
environmental plants), native plants (N = 80) and seeds (N = 120) were detected from 259
adverts posted by 125 vendors over a 3-month period. Further examination of plant type by
advert is presented in Fig 9 with mapped location of online plant sales in NSW by category
presented in Fig 10.
.
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Fig 9. Plant type for sale online by the number of adverts recorded over a 3-month period
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Fig 10. Location of online plant sales in NSW by category
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Box 1: Priority aquatic weeds sold online
The sale of 25 aquatic plants were recorded as part of this study. Some 52% of these were
identified as priority weeds as per the Greater Sydney Regional Weeds Plan with a further 40%
identified as aquatic weeds.
Frogbit (Limnobium laevigatum), a floating freshwater plant from Central and South America, is
kept and traded for use in fish ponds, aquariums and water features. It can rapidly invade and
smother waterways, is a serious biosecurity threat to NSW and is not to be sold anywhere in
NSW. Despite this, online sales of Frogbit were detected as part of this study, see Fig B1.
New outbreaks are an ongoing problem in a number of Greater Sydney Local Government Areas
(LGAs) with Council staff undertaking surveillance and control work to fulfil their Biosecurity Duty
and protect their local waterways. Fairfield City Council is one LGA actively controlling sightings
of Frogbit and report of Frogbit sales. Community notices were issued in April 2018 and March
2019 in relation to both an outbreak of Frogbit discovered in a local wetland (2018)a and the sale
of Frogbit online (2019)b.

Fig B1. An eBay listing of frogbit for Australia-wide distribution. Previous sale information indicates a
number of vendors had already sold around 150 plants.
Fairfield City Council. 2018. Council callout for Frogbit weed, Monday 16 April, 2018.
http://www.fairfieldcity.nsw.gov.au/news/article/286/council_callout_for_frogbit_weed Accessed: 22 March 2019
a

Fairfield City Council. 2019. Beware of banned aquatic plants for sale, Thursday 14 March, 2019.
http://www.fairfieldcity.nsw.gov.au/news/article/385/beware_of_banned_aquatic_plants_for_sale Accessed: 22 March, 2019
b

Online sale of animal matter
Some 6,734 livestock were detected for sale online via 712 advertisements over a 3-month
period. Of these, sheep and cattle represented more than two-thirds of reported sales
(37.6%, N = 2,526 head and 32.6%, N = 2,190 head, respectively). Some 16% (N = 1,086
head) of advertised stock were for goats, followed by poultry (7.2%, N = 485 birds) and pigs
(4.6%, N = 311 head) with alpacas, camels, donkeys, horses and rabbits reported in small
quantities. Fig 11 highlights the distribution of online livestock sales by the number of
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advertisements recorded and the geographical location of livestock sold online in eastern
Australia by species is presented in Fig 12.
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Fig 11. Livestock species for sale online by the number of advertisements recorded over a 3-month period

Fig 12. Location of livestock sold online in eastern Australia by species
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Reportedly, a number of adverts indicated that livestock may be traded undocumented, with
no NLIS vendor declarations, without identifiers (ear tags and tattoos [pigs]) and/or without
and PIC (see Table 1). Potential buyers can contact the seller to confirm whether the stock
that is being purchased has the correct registration, identification and movement
documentation on most online platforms, including Gumtree.
Table 1. The number of advertised livestock and associated adverts recorded that indicated the stock would be
sold without PIC registration, NLIS vendor declarations, identifiers or a combination of these
Species

Cattle

Sheep

Goats

Pigs

Total

No. adverts reported (%)

17 (73.9)

2 (8.7)

2 (8.7)

2 (8.7)

23

No. stock for sale (%)

85 (54.8)

50 (32.3)

9 (5.8)

11 (7.1)

155

Further to livestock species, the online sale of livestock products were also captured with the
number of livestock vaccine - pestivirus share packs advertised, as well as goats milk, eggs,
and meat highlighted in Fig 13 and Table 2.
Taobao and T-Mall have launched an Australian version of their website with vast quantities
of meat product, plant material available for purchase and shipping to Australia. Meat
products include pigs’ ears, dried beef, knuckle, cooked offal.
Of the 35 meat product advertisements detected for sale of goods into and around Greater
Sydney, 82.9% originated in China via Taobao (65.7%, N = 2,300qty) and T-Mall (25.7%, N =
900 qty). Pork products counted for over a third of the meat sale products detected that
could come from China, followed by poultry and cattle meat products.
12
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Vaccine, 1Eggs, 1

Meat, 34

6

3

Milk, 1

1
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1

Fox
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4

Undisclosed

No. adverts

8

Pets, 13

Fig 13. The number of adverts detected for pets and livestock products such as pestivirus vaccine, eggs, milk
and meat over a 3-month period
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Table 2. The number of adverts and volume of product detected for pets and livestock products such as
pestivirus vaccine, eggs, milk and meat by country of origin (Australia or China)
Australia
No. adverts
Quantity advertised

Eggs
1
100

Milk
1
10(L)

Meat
3
300

China

Pet Food
2
200

Pets
12
55

Vaccine
1
10

Meat
29
2900

Box 2: Pigs and pig meat online sales
Over a three-month data collection period, over 312 live pigs were detected as being offered for
sale in Greater Sydney across four separate online platforms. This represented around 5.5 live
pigs advertised per sale for the 56 domestic adverts detected during the online trading pilot
study period. The proportion of live pigs by platform and pig related sales by origin are shown in
Figs B2.
Eleven advertisements were recorded for pig trotters, knuckles, noses, heads and other bone
meat. These products detected during the pilot study were available from eight Chinese
provinces for transport to Australia. Sales were advertised on two main online platforms, T-mall
(27.3%) and Taobao (72.7%), both subsidiaries of Alibaba. All 11 Chinese meat advertisements
had over 100 items available. Pig meat advertised from four provinces (in six advertisements) had
confirmed cases of ASF prior to the advertisements being recorded. A further three sales (from
an additional two provinces) reported positive cases of ASF within two weeks of the advert being
recorded. The remaining two advertisements originated from Shandong province, which enacted
strict pig movement controls and at the time had reported no cases of ASF.
The online trading of biosecurity matter within the Greater Sydney region suggests a novel
engagement pathway—with online NESB traders of pigs and pig meat. Further in-depth
investigation of NESB platforms (as identified by the NESB champions) may also be useful for
identifying smallholder NESB pig producers and assessing their compliance with state biosecurity
legislation.
b)

a)

88, 28%

4, 6%
11, 16%

4, 6% 1, 1%

10, 3%
22, 7%
Gumtree
Facebook

192, 62%
Farm Tender
Online Livestock

48, 71%
NSW

China

QLD

VIC

WA

Fig B2. a) The proportion (%) of live pigs traded online by online platform (N=56 sales). b) The
proportion of pigs and pork products traded online by state or country of origin (if not Australia)
(N=67 sales total)
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Online sale of exotic matter (new incursions)
The key online platforms interrogated in this pilot study traded few exotic / new incursion
items. Online searches were undertaken opportunistically to identify alternative pathways
on the global markets where these species and products could be brought into Greater
Sydney, and NSW.
Some 32 adverts for exotic / new incursion species and biological matter (soil) was
reportedly for sale by 25 vendors, both from within Australia and worldwide with transport
to Australia. Examples of exotic products and new incursion species that can be purchased
online without geo-blocking and brought into Australia are presented in Fig 14. The
geographical source location of exotic species sold online for potential movement into and
within NSW are presented in Fig 15.

Fig 14. Exotic products and new incursion species detected via online searches for delivery to Australia

Fig 15. Location of exotic species sold online into and within NSW by type
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Vendor selling practices and compliance
Interrogation of the database revealed that some 17 vendors had two adverts placed during
the three-month pilot data gathering period, a further eight had placed three adverts, one
person had placed four adverts and an additional nine people had placed five or more
adverts over that period. People who placed two adverts were predominantly selling
livestock while those placing five or more adverts tended to be small companies (nurseries)
selling plants and seeds.
Two sales were reported to the Greater Sydney Local Land Services Officer where 1) a
suspected feral pig, and 2) and “pet fox” was placed for sale in the Greater Sydney region.
Both Local Land Services Biosecurity staff and NSW DPI project staff were informed of the
section and investigative action was undertaken.

Discussion
This pilot study was the first attempt to (a) quantify the buying and selling of biological
matter in NSW; (b) better understand the biosecurity risks associated with this method of
trade and (c) inform decisions for ongoing effective surveillance, reporting and traceability
activities associated with the online trading of biosecurity matter.
Risks associated with livestock trade
All livestock are legally required to be registered with a property identification code (PIC).
While the number of PIC registrations have anecdotally increased up to seven times in some
regions on properties <10Ha over the past 10 years, it is thought that a substantial
proportion of smallholders may still be either unaware of this obligation or choose not to
comply. This remains an ongoing risk for timely traceability in the event of an animal disease
outbreak.
Online and direct to customer trade is currently mostly unregulated with vendors frequently
trading with no PIC, NVD or stock identifiers (NLIS tags). It is an easier option for
smallholders who may only keep a small number of livestock to trade. There is a buyer
beware attitude associated with online trade. The onus is on the purchaser to assess the
health status of the stock they are purchasing, request the appropriate health statements
and declarations and ensure the livestock they are purchasing has come from a registered
property, been correctly identified, and is on the NLIS database.
Previous studies also indicate that smallholder livestock owners tend to have poorer
understanding of traceability and on-farm biosecurity practices3-4. Moreover, many do not
recognise themselves as being part of the broader livestock industry, or having the same
responsibilities as their commercial counterparts. On-farm practices such as a lack of
quarantine for new stock, relaxed visitor protocols, feeding alternative feedstuffs,
performing minimal disease surveillance and reporting, and having little veterinary contact
all increase the risk of a disease becoming established and spreading undetected5. With
these on-farm practices combined with the purchase of new stock online, buyers
dramatically increase their risk of buying stock of poor health, potentially introducing
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disease to their herd. The lack of traceability of many online sales hamper efforts to
determine where the pest/disease event originated.
Risks associated with plant trade
The plant industry currently has no registration system or formal level of traceability and the
sale and movement of plant matter into and within NSW via online transactions provides a
number of unique challenges. A feasibility study assessing the value vs cost to implement
such a registration/traceability system for the plant industry may be warranted (T1).
Seeds are often identified by Australian Border Control as one of the major disease and
weed causing pathways of plants coming into Australia (Pers. Comms Newsome, P.). Small
quantities of seeds are purchased for use in community gardens and by backyard growers
with little understanding of the potential consequences.
Challenges
Anecdotally, there appeared to be a general common lack of understanding or ignorance of
legislative obligations for livestock identification and traceability requirements and the sale /
movement of a number of priority weeds. For a number of e-platforms, the legal
requirements for the sale of animal and plant matter needs to be incorporated on their sites,
for others, the visibility of this information needs to be improved. Information related to the
legal requirements for buying and selling products needs to be available at the point where
an advert is uploaded and at the point of sale, constantly reminding users of their obligations
with links to assist users adequately ‘discharge their biosecurity duty’ (E1). The
Commonwealth and state jurisdictions need to continue lobbying online platforms to ensure
the right information is being provided on e-platforms and information is visible to both
vendors and purchasers at all times.
Moreover, the lack of geo-blocking technology on international sites and the ease with
which meat and exotic/new incursion products can be purchased and brought into Australia
is of increasing concern. There is a significant reliance on purchasers understanding national
and state Biosecurity legislation, importation requirements and reporting practices. Given
current compliance (or lack thereof) with these obligations and a ‘buyer beware’ mentality
for online trade, our collective biosecurity status could be at risk.
Recent testing of confiscated goods by border control staff identified a number of products
containing African swine fever (ASF) and foot and mouth disease (FMD) being brought into
the country6,7. Stronger linkages with the Commonwealth’s National Biosecurity Surveillance
team would (a) improve our knowledge of high-risk matter coming into and moving around
NSW; (b) improve awareness of high-risk matter being purchased from high-risk countries;
and (c) help identify high-risk populations or sectors for targeted engagement (D1).
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A key challenge identified in this pilot was the ability to efficiently retrieve accurate data
from online platforms. A number of technologies were investigated with the conclusion that
a bespoke information aggregator system similar to IBIS (used by DoA) would be required to
be able to discriminate the items for sale (E2), including analysis of:
•
•
•

both the written description and picture provided, as these do not always match
compliance with state legislation
geographical location (in the event of a plant or animal is being sold from a location of an
existing emergency response)

There may be benefit for such an information aggregator to link with existing NSW DPI tools,
such as Byte for compliance activity. Linkage to online reporting forms used by the general
public to report a suspected biosecurity detection or event for a complete reporting
outcome would also be useful for compliance and managing emergencies (D2). Further
investigation into the costs and timelines of this tool is recommended.
A small number of breaches of the Biosecurity Act 2015 were detected and reported to Local
Land Services, namely, sale of a fox in captivity and sale of a suspect feral pig. Undertaking
digital surveillance of online trade of biological matter will no doubt identify a number of
legislative breaches. The challenge for the NSW DPI and LLS going forward will be having the
resources available to follow up, investiogate and act on reports (C1).
Future directions
Future regulatory directions

An assessment of current NSW legislation to understand whether the Biosecurity Act 2015 is
robust enough to ensure the biosecurity risk associated with online trade, such as stock
identification and plant and stock traceability is required (L1). A review would need to
consider a risk assessment and gap identification based on pilot findings and consider the
need for any policy and procedural reforms.
A possible regulatory amendment may include declaring internet-based sales of livestock a
stock transaction where delivery information consistent with Biosecurity NLIS regulation
2017, Division 4 is required. Such an amendment would include sales through social media
platforms and apps such as community notice pages, buy, swap and sell as well as the more
traditional online trading platforms like Gumtree. This amendment could also specify that
records of transaction information applies to stock sold through the internet, making clause
41 and 46 of the Biosecurity (NLIS) regulation 2017 apply.
Legal advice may be required to determine whether clause 32 (delivery information), clause
34 (vendors) and clause 37 (purchasers) may already apply to internet traded stock as it is
still a stock transaction. If so, a NSW DPI policy position should be prepared to clarify existing
scope with advice provided to the public and internet platform providers. If not, then a
regulatory amendment may need to be prepared to clarify that internet-based sales are
stock transactions where clause 32 (delivery information), clause 34 (vendors) and clause 37
(purchasers) does apply and specify how it applies.
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An additional amendment to Biosecurity NLIS regulation 2017 could be to specify that an
advertisement for stock to be sold through the internet is not compliant with clause 34 of
Biosecurity NLIS regulation 2017 unless all delivery information required for the sale is
provided and available for viewing on the internet in conjunction with the advertisement.
Once again this would apply to all internet platforms including social media platforms such
as community notice pages, swap and sell etc.
This approach places the onus of compliance on the vendor and provides NSW DPI with the
means to educate the platform providers on compliance with Biosecurity NLIS Regulation
2017 for stock transactions advertised through their platforms. Whilst this does not protect
against fraudulent information being uploaded onto the internet (e.g. incorrect PIC no), it
allows for regulatory action and the ability to contact the platform owners where fraud is
detected to request information about the vendor.
The recent amendment to Victorian legislation requiring the presence of a PIC in all adverts
for livestock has been reportedly difficult to police due to the sheer volume of sales, not only
online but roadside, on community notice boards, newspapers and so on. It is reasonable to
expect that should a similar approach be considered by a legislative review, there would be a
similarly significant impact on the current capacity of our compliance teams. Alternative
surveillance and control options need to be investigated (L2).
The Victorian legislation recognised the role of the media organisation who published the
advert as being responsible for being equally compliant with the amended legislation for
PICs in adverts. Engaging DoA for a national legislative approach to the trade of plants and
livestock online could provide an alternative route enabling adequate pressure and
legislative obligation be placed on trade platforms to require PIC/ABN details be reported for
all sales (T2). Linkage to the NLIS database to automatically input vendor and purchaser
details would close the loop.
Future non-regulatory directions

A non-regulatory approach to managing the sale of biosecurity matter online may involve
platform providers amending their advert upload information so that only stock vendors
who can demonstrate compliance with existing NSW legislation (i.e. Biosecurity NLIS
Regulation 2017, Division 4 stock transactions) may upload material for sale (T3).
This approach relies on platforms cooperating with our requirements and NSW DPI having
knowledge of all the traders, buys, swap and sell sites and apps. There is also the risk that
vendors undertaking prohibited practices may move to less known trading platforms once it
becomes known NSW DPI is seeking information on online trading of biosecurity matter.
Some regulatory change, such as that noted above (T2 and T3) may provide the means to
ensure that digital platforms of any kind used to trade stock, for example, comply with all
information needed for the lawful sale of stock (i.e. Biosecurity NLIS Regulation 2017,
Division 4 stock transactions).
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Regulation and compliance of online trade

Throughout the pilot study, assistance was provided to the NSW DPI compliance team on an
ongoing investigation highlighting the value of having the skillset and capacity to carry out
surveillance of digitally traded biosecurity matter.
Additional resourcing and continued training will be required for NSW DPI and LLS
compliance staff to carry out investigations, engagement and educational activities required
to respond to illegal online trading. Moreover, skilled officers who understand the
technology and can provide back-end (technical) support would be required to support
compliance activities.
Engagement with non-English speaking backgrounds (NESB) and Culturally and Linguistically
Diverse (CALD) communities will be required when preparing any educational extension
materials related to communicating legal requirements of trading biosecurity matter online
(E3).
As Parts 2,3 and 4 of Biosecurity NLIS regulation 2017 are mandatory measures, failure to
comply with is an offence under the Biosecurity Act 2015. Infringement notices of $1000
may be served on parties found to be in breach. Noting that stock offered for sale through
the internet are generally below $1000. An active compliance campaign would send a clear
message to the market to comply or be found non-compliant.
To conclude, a pilot study investigating the trade (sale) of animal, plant and exotic materials
on a number of online platforms both nationally and internationally was undertaken over a
5-month period. The pilot findings have enabled NSW DPI and LLS to better understand the
potential extent of movement of goods and the associated biosecurity risks associated with
these movements. Case studies outlining the sale of priority plant pests (frogbit) locally and
the potential import of pork products from ASF infected Chinese provinces highlighted a
number of vulnerabilities in our system. Significant resources, technology and reviews of our
legislative capabilities are required in order to move forward and keep in step with the
changing national and global marketplaces.

Recommendations
Investigate and develop tools for biosecurity matter related online surveillance and reporting:
D1 Investigate the value of an information aggregator linking with existing NSW DPI online reporting
forms used by the general public to report a suspected biosecurity detection or event for
complete state-wide reporting outcomes.
D2 With adequate budget and time to deploy an automated tool on an ongoing basis, the contracted
consultant recommended a bespoke information aggregator such as IBIS as the key tool. Further
investigation into the costs and timelines of this tool is warranted.
Legislative review to support management of digital biosecurity activities:
L1 A legislative review be undertaken to assess the robustness of current tools in dealing with online
trade, including Regulations, policies and procedures
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L2 Alternative surveillance and control options and associated compliance requirements to those
currently implemented by Agriculture Victoria need to be investigated.
Review of legislation for improved online traceability outcomes
T1 A cost-benefit feasibility study to implement a registration/traceability system for the plant
industry may provide a level of assurance for plant matter traded online by small backyard and
non-commercial ventures.
T2 Engaging DoA for a national legislative approach to the trade of plants and livestock online to
provide an alternative route enabling adequate pressure and legislative obligation be placed on
trade platforms to require PIC/ABN details be reported for all sales.
T3 The Commonwealth and state jurisdictions working with platform providers to amend their advert
upload information so that only vendors who can demonstrate compliance with existing
traceability legislation (i.e. have a PIC) may upload material for sale
Review of compliance capability for increased activity due to online surveillance
C1 A review of resource capacity for increased compliance activities including on-ground
investigations, education and extension activities and back-end data interrogation to meet
increasing compliance requirements should legislative breaches via online trade be acted upon
Ongoing engagement to raise biosecurity awareness and risk mitigation
E1 The Commonwealth and state jurisdictions need to continue lobbying online platforms to ensure
the right information is being provided on e-platforms and information is visible to both vendors
and purchasers at all times.
E2 Stronger linkages with the Commonwealth border surveillance team would improve our
knowledge of high-risk matter coming into and moving around NSW
E3 Will need to consider non-English speaking backgrounds and Culturally and Linguistically Diverse
communities when preparing any educational extension materials.
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Appendix
Appendix A
Online platform data extraction tools

Web scrapers – simply, are a purpose-built tool used to handle the structure of a particular
website. The scraper then uses this site-specific structure to extract individual data elements
from the website. The data elements could be names, addresses, images etc (See Fig A1;
www.scrapehero.com)
Web crawlers – simply, refers to downloading and storing the contents of a large number of
websites, by following links in web pages (See Fig A1; www.scrapehero.com).
Information aggregators - These are tools which pull in information from multiple sources,
and consolidate that information into a smaller and more easily digested number of streams
(http://michaelnielsen.org).
Manual searching – is generally a supplemental approach to e-searches to capture
additional data sources for review.

A1. Data scraping vs data crawling (from: www.prowebscraping.com)
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Appendix B
Online trading sites

Gumtree
Owned by parent company eBay, Gumtree was originally founded in London in 2000 to help
Aussies, Kiwi’s and South African’s find a place to live, a job and everything else they needed
to get setup in the city. The ecommerce platform is available only in the U.K, Poland,
Australia, South Africa, Ireland and Singapore. Gumtree was acquired by eBay in 2005;
however, it differs from eBay by offering users the opportunity the buy and sell goods online
for free.
eBay
Founded in 1995 by Pierre Omidyar, originally called AuctionWeb he later changed the name
to eBay after “Echo Bay”. World famous for their auction style listings and bidding concept,
vs the traditional fixed price catalogue listing of most ecommerce platforms, eBay has
previously drawn anger and outrage from controversial products being offered for sale by its
users. See: Man sells kidney on eBay8. eBay neither holds an inventory of product, nor sells
product, it derives income from fee’s charged to users for selling products on its platform
and advertisement.
eBay has in the past owned either wholly or a large share of PayPal, Craigslist, Skype,
Shopping.com, Gumtree and Stubhub. Recently eBay has divested its payments arm PayPal,
and now offers parcel collection in Australia through Woolworths Limited retail stores.
eBay’s annual net income has been decreasing steadily since 2016 having reported a net
income of $7.266B in 2016 to $2.4B in the 2018/19 EOFY9.
Facebook
While goods can’t be purchased stand alone on Facebook’s platform, the addition of the
“Buy, Swap & Sell” Community pages fill the gap left in the market between auction sites
and the social media giant.
Users can request to join one of these local community pages and post up products that they
wish to sell to other members of the group. Users that are interested to purchase then
contact the seller and organise to purchase the products advertised external to the platform.
Alibaba
Alibaba is a Chinese eCommerce powerhouse. The Alibaba Group was founded in 1999 by
Jack Ma, now as of June 2018 Alibaba Group is worth US$542 billion and spans ecommerce,
internet, retail, VC, media, AI, cloud, payments, distribution and technology. The Alibaba
group created a national event in China called “Singles Day” on the 11/11 offering special
sales for all single people. It has now become the Chinese equivalent of Valentine ’s Day and
last year made sales in excess of US$25 billion in one day. Far from a one trick pony, Alibaba
group, and its subsidiary freight handler CSN (Cainiao) handles 25 million parcels a day, holds
the biggest ecommerce payment platform in China, Alipay which has over 300 million active
users, and acquired its competitors Taobao, T-mall and Lazada, effectively owning the
market.
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Taobao
Taobao was founded in 2003 and is the world’s biggest ecommerce website, and the 9th
most visited website in the world. 580 million active users frequent the site per month,
viewing over 1 billion listed products. Taobao and is a subsidiary of the Alibaba group.
Taobao functions similarly to Gumtree, as merely being a free platform people can utilise to
buy and sell goods, holding no inventory and selling no inventory of its own. Buyers purchase
goods mostly at a fixed price, even though there are auctions available, and goods can be
sourced from Mainland China, Hong Kong, Macau and Taiwan. There is a strong emphasis on
secure payments through Alipay and a rigorous buyer / seller feedback process for every
sale. Goods can be shipped internationally to every corner of the world using the world site
for Chinese expatriates living overseas, especially Australia.
T-mall
T-mall, originally called Taobao Mall, is the business-to-consumer equivalent of Taobao, also
owned by the Alibaba group. T-mall is the more upmarket product offering of Alibaba, and is
the home of quality brand name, traditionally western goods favoured by Chinese
consumers.
Online
The above platforms yielded few results for exotic / new incursion species, therefore
alternative online sources were interrogated. Here, online refers to a Google search where
targeted searches for exotic / new incursion species from overseas global traders with
delivery to Australia via a website/shop front rather than multi-product platform were
detected.
KakaoTalk
KakaoTalk was launched in 2010 and originated as a messenger platform used by over 93%
of smartphone owners in South Korea. It has 220 million registered users and is available in
15 languages.
KakaoTalk has morphed into an all-inclusive mobile platform that allows users to do
everything from follow their favourite band, send a friend a Starbucks coffee, play games,
and gift users’ real-life goods (retail ecommerce platform).
In Australia, KakaoTalk is used quite heavily by the Korean community and goods are traded
commonly through there.
WeChat
Launched in 2011, WeChat is a Chinese mobile eco-system consisting of messaging, social
media, ecommerce and mobile payment app developed by Tencent.
WeChat differs from pure players such as Taobao by offering people and businesses a
chance to sell their products through virtual stores all in app. Over 902 million active daily
users can message their friends a coupon for the restaurant they want to go to, send the
map location to meet at, pre-order and pay for the food, and call a taxi to pick them up from
their location, all without leaving the app.
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WeChat is the most popular messaging app in China, including Chinese nationals abroad and
the main rival to the products put forward by the Alibaba group.
Trading Post
Trading Post’s foray into online classifieds came significantly after the major players were
already established. That being said, the Trading Post still has a dedicated band of followers
whom regularly post and sell any and all property for no upfront fees.
They do specify as part of their regular terms and conditions that they do not condone
practices that contravene state and federal laws (in relation to animal welfare and
biosecurity) and actively report and remove advertisers who do so to the authorities.
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